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Creatively worried
by Ewa Kochańska 

Even though the maritime industry will benefit from decarbonisation and digitalisation, it is equally vital 
to understand and address the corresponding safety challenges. In its white paper Closing the safety 
gap in an era of transformation, DNV warns the sector and its regulators about a safety gap between  
the current risk management practices and the rapidly transforming hazard-picture created by new fuel 
technologies and sector-wide digitalisation. The authors provide guidance on minimising those safety 
threats and repeatedly underscore that only a truly holistic risk management approach of the entire 
industry can overcome safety challenges that will likely arise as the industry strives for carbon neutrality. 

D NV views shipping as ded-
icated to decarbonisation 
and capable of transform-
ing by, among others, digi-

talisation and the use of data to improve 
efficiency and productivity. “Efforts to 
apply innovative digital solutions and 
reach decarbonisation goals in the cri-
sis ref lect stakeholders’ commitment to 
UN Sustainable Development Goals,” 
reads the report. However, there is also 
an urgency for a more comprehensive 
risk picture that includes the complexity 
of innovative transformation, one that 
also understands the needs of workers 
involved in problem-solving and creative 
solutions in maritime. Even in extraor-
dinary times, such as now, the industry 
should continue pushing for digital and 
carbon transformation but with safety as 
its utmost priority.

The paper looks to the next five years 
to examine, prepare for, and develop 
new regulations, with alternative tech-
nologies and ship operations in mind. 
The authors find that a safe maritime 
sector depends on a productive relation-
ship between ‘HOT’ – human, organisa-
tional, and technical elements which can 
develop robust, resilient systems with 
a propensity to improve continuously. 
“Maritime systems that embrace a culture 
of learning also benefit from ‘creative 

worry,’ where people’s sense of unease 
allows them to think and act on what 
could happen next,” DNV states.

New failure modes
Marit ime dig ita l t ransforma-

tion pertains to changes onboard ves-
sels and onshore management of ship-
ping. Recently, such changes included 
emerging technologies like Artificial 
Intelligence, big data, the Internet of 
Things, autonomous systems, better con-
nectivity, and centralisation. The recent 
digital advances can be credited to the 
new technologies merging with better 
satellite coverage, cheaper data-trans-
fer costs, and utilisation of vessel data. 
Technology is driving the changes in fuel 
cost and consumption while improving 
efficiency and safety.

However, the pivotal aspect of digital 
transformation in maritime is the rela-
tionship between “technology, human 
cognition and behaviour, and organisa-
tional inf luence.” Increased digitalisa-
tion means that new technologies now 
handle the tasks previously performed 
by a person. It creates more distance 
between a human being and the operation 
and, therefore, more risks. Technologies 
dependent on algorithms can and do fail 
at times, while human-to-machine inter-
faces are often substandard. “Systems 

become more vulnerable to new failure 
modes that result from more complex 
interactions between digital technologies 
and between such technologies, people, 
and organisations.”

Cybercrime is another substantial risk 
due to digitalisation, with cyber security 
named as one of the most critical issues 
of the 21st century. The more complex the 
technologies become, and the more dis-
tance they create between the machine’s 
software and the human being operat-
ing it, the more difficult it becomes for 
people to react to and remedy threats or 
see them coming ahead of time.

Consequently, silos among maritime 
stakeholders put the entire operation at 
risk. Software and overall system integra-
tion are vital to ensure a safe and efficient 
operation of a machine-controlled ship.  
It begins with its design, through diagnos-
tics, to maintenance. The risks associated 
with a breakdown in collaboration must be 
communicated to incentivise stakeholder 
cooperation. To deal with it, the report 
names barrier management as a “tried and 
tested holistic approach to collecting and 
consolidating information about threats, 
consequences, and the need for risk con-
trol.” This management method provides 
up-to-date tools for identifying proper 
safety measures for managing adverse out-
comes of unforeseen events.
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Requirements for safety pose 
yet another problem in maritime. 
Regulations usually expect that new 
technology will be safer than its previ-
ous version. That’s a tall order for engi-
neers, and the response has been to only 
address component reliability. In simple 
systems, a single component’s failure may 
cause safety hazards, and therefore, com-
ponent reliability can be a proper meas-
urement of safety risks. However, in more 
complex set-ups, measuring safety at the 
component level and whether the soft-
ware functions as intended “ignores the 
idea that safety is an emergent property 
of the entire system, meaning that some-
thing greater than the sum of the parts 
is what makes systems safer.” Reliability 
is also not an adequate measurement of 
safety because an unreliable system could 
very well be safe, just as a reliable system 
could be unsafe.

The maritime sector doesn’t currently 
have any tools to deal with system com-
plexity when assessing risk. What’s more, 
rapid tech development outpaces the 
introduction of adequate safety regula-
tions. As such, new technologies may be 
coming into use without proper safety 

verification. To deal with this problem, 
the paper names DNV’s class notation for 
Enhanced System Verification, includ-
ing services related to Hardware in the 
Loop testing and Integrated Software 
Dependent Systems class notation, is an 
example of an initiative that promotes 
system testing and verification through-
out its life cycle. “Also, DNV’s digital 
features rules for ship classification, 
which entered into force on 1 January 
2021, address this challenge by provid-
ing a framework for assessing and visu-
alising digital features of vessels. This 
offers stakeholders a platform for dem-
onstrating cutting-edge technologies and 
unlocking the value that is brought to 
the market.”

What does or does not work
For people to find themselves in the 

always-changing world of digitalisation, 
companies operating in the maritime 
sector will need to support the human 
element of their operations as much as 
the technological one. Therefore, a sys-
temic perspective is necessary when it 
comes to safety because it assumes that 
people, organisations, and technology are 

all intertwined and a safe system will be 
a symptom of their interactions, not of 
the behaviour of just one. Safety precau-
tions must be addressed as early as possi-
ble – in the design and engineering phase 
– while meaningful collaboration among 
all the departments throughout the sys-
tem’s life cycle will ensure integration.

Furthermore, digital transformation is 
leading in two directions regarding how 
maritime operations will be conducted. 
First, more tasks will be centralised since 
some works performed on a vessel can 
be moved ashore due to increased con-
nectivity. Second, more functions will be 
performed by ‘dispersed teams’ whose 
expertise may be needed in local areas of 
operation or specific vessels and systems. 
At times, companies may need to combine 
the two approaches. It will lead to func-
tion allocation, or “distribution of func-
tions between technology and people,” 
which highlights the relationship between 
humans and technology and should 
be considered during system design.  
For example, automation is a safer solu-
tion in some maritime operations because 
replacing human beings reduces their 
exposure to hazardous substances and 
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dangerous situations, among other ben-
efits. But it’s equally important to under-
stand how people can “compensate for 
technological imperfections.” Technology 
can be superior in stable conditions, pro-
viding consistent results to familiar issues 
and predicaments, while humans excel 
in adapting to unfamiliar challenges and 
finding creative solutions to new prob-
lems. The paper underlines that humans 
will always participate at least to some 
extent in system performance – by design-
ing technologies, in clerical tasks, main-
tenance, or operations. For that reason, 
concentrating only on technology when 
designing maritime systems will lead to 
malfunction and safety risks.

It goes along with owners, suppliers, 
and rule developers needing operational 
feedback to ensure the right design and 
requirements. “End-user insights into 
what does or does not work in practice are 
essential building blocks for continuous 
learning among all stakeholders, from 
crew and contractors on board to local 
and international authorities.”

The ‘trouble’ with digitalisation is that 
it can enable and improve risk assessment 
and management, but on its own, it can also 
be a major safety risk for users. As a conse-
quence, organisations are responsible for 
developing a risk strategy while under-
going digital transformation. Companies 
will need to cultivate a culture of constant 

improvement through research and devel-
opment and experience-sharing among 
the stakeholders. Additionally, the cur-
rent knowledge and expertise in maritime 
safety need to be adjusted and adapted to 
new happenings and circumstances on an 
ongoing basis to maintain continuity in 
digital developments.

Safe decarbonisation
There is a lot of pressure on the mari-

time industry to create a realistic road-
map to cut its greenhouse gas (GHG) 
emissions in half by 2050 and, then, to 
become carbon-free by the end of the 
century eventually. It means introduc-
ing new or just emerging fuel technolo-
gies for low- and zero-carbon fuels, with 
their entire systems – software, hardware, 
infrastructure – which all come with 
their own safety challenges. Ammonia 
and hydrogen are two alternative fuels 
that have been part of the conversation; 
however, both pose non-negligible safety 
risks. Ammonia is highly toxic and f lam-
mable and requires low temperatures just 
as hydrogen (although the latter needs the 
extreme low of -253 centigrade as lique-
fied gas and pressure of 250-700 bar as 
compressed gas). There are also issues 
with storage, efficiency, and logistics.

The paper underscores that in order 
to become a zero-carbon emissions 
industry, the maritime sector must have 

a “robust foundation of competence and 
experience” that will ensure the safe 
introduction and utilisation of alter-
native fuels and related technologies.  
For one, applying old rules to new tech-
nologies is imprudent, and it could be per-
ilous when the focus is on a sub-system 
while ignoring the system in its entirety. 
For example, slow steaming, used to save 
fuel and lower the carbon output, may be 
more damaging to the engine and there-
fore requires more engine maintenance 
and inspections. A damaged engine can 
undoubtedly be a severe safety risk and 
threaten the whole operation.

A comprehensive approach is also nec-
essary when maintenance works are per-
formed since several groups are involved 
in the process: crew onboard, mainte-
nance suppliers, people responsible for 
the design of technology and its main-
tenance. Seeing as the responsibilities of 
each of these groups affect the safety and 
efficiency of the entire operation, they 
must be able to cooperate successfully.

For these reasons, a ‘systemic perspec-
tive’ focused on the intricate dynamic 
between people, organisations, and tech-
nology is necessary for decarbonisation 
efforts. Adopting a holistic approach 
would help identify knowledge and 
experience gaps among all stakeholders.  
At the same time, barrier manage-
ment offers the tools required to create 
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a holistic view of the dangers – by defin-
ing them, identifying the proper risk con-
trols, and “by monitoring the integrity of 
each of the safety barriers in a structured, 
systematic, and traceable way.”

The authors of DNV’s paper believe that 
there is an increasing need for system inte-
gration in the entire maritime industry to get 
rid of silos and to ensure the implementation 
of a joint safety philosophy. A system inte-
grator could be a valuable addition, partic-
ularly during the decarbonisation process, 
serving as the party that would establish 
and maintain a holistic picture “throughout 
the design, development, implementation, 
and maintenance of new, complex systems.” 
While the system integrator could keep an 
eye on the comprehensive risk assessment, 
other stakeholders could concentrate on 
their areas of expertise.

Avoiding risk complacent
At this time, decarbonisation efforts 

in maritime have brought along much 
uncertainty regarding regulation and 
requirements about new technologies. 
Regulatory entities and classification 
societies are balancing when striving 
to maintain the industry’s robustness 
and ensure the high effectiveness of new 
rules. A faulty way of thinking is that 
safety and risk management rules that 
apply to already somewhat established 

alternative fuels, like liquefied natural 
gas (LNG) or battery systems, can be 
safely transferred to relatively imma-
ture technologies such as ammonia or 
hydrogen. The industry cannot “let down 
its guard and become risk complacent.” 
Assessments have to be performed for 
each fuel independently to get the whole 
risk picture.

One of the problems is that there is 
usually a noticeable delay between the 
moment a new fuel technology gets intro-
duced and when its international regula-
tions come into existence. For example, 
the first LNG-fuelled vessel came out 
in 2000 (to DNV’s standards), but the 
International Code of Safety for Ships 
Using Gases or Other Low-Flashpoint 
Fuels (IGF Code) came into force in 2017. 
Since new fuel technologies create more 
‘specialistic’ vessels, continuous educa-
tion among professionals is necessary. 
“Competence development programmes 
should also focus on individual respon-
sibility to be ‘creatively worried,’ think 
outside the box, think the unthinkable, 
and remain mindful of new safety-related 
risks and opportunities for driving for-
ward developments in decarbonisation.” 
There also needs to be a drive towards con-
tinuous improvement among all maritime 
stakeholders, requiring experience and 
feedback exchange. Evidently, a learning 

culture facilitating “open and transparent 
communication” is invaluable.

The constantly arising challenges and 
threats require swift reactions and crea-
tivity around regulations and industry 
standards to ensure that safety in mari-
time systems is never in jeopardy, but the 
sector keeps moving forward with tech-
nological developments and with respect 
to the also evolving environmental needs.

There is safety in change
The authors of Closing the safety gap in an 

era of transformation strongly believe that 
the maritime industry should put safety at 
the top of their agenda during this digital 
and carbon-neutrality transformation.

Yet, the traditional risk management 
approach is not nearly enough to handle 
the complexity of the new digitalisation 
and decarbonisation solutions. Only 
a holistic risk management system and an 
industry-wide collaboration can ensure 
safety in the maritime sector.

Even though today’s societies are 
developing in an ever-changing world, 
which can be destabilising, these shifts, 
along with challenges, will also offer 
opportunities. And, although new tech-
nologies lead to change, it seems that 
people are still at the centre of it, driving 
innovation, multifaceted collaborations, 
and problem-solving. �
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